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ABSTRACT  
 
Maintenance is crucial for any building throughout its entire lifespan. The primary goal of building maintenance 
is to maintain all components and facilities in their original and functional condition to ensure continuous efficient 
operation. The widespread adoption of maintenance software has paved the way for more efficient communication 
within maintenance management, improving the effectiveness and efficiency of maintenance activities. Previous 
research has highlighted several challenges in the implementation of Information and Construction Technology 
(ICT) systems in maintenance management. This study aims to explore the key challenges associated with the use 
of ICT systems in maintenance management, with a specific focus on office buildings in Malaysia. A qualitative 
approach was adopted for this study, involving semi-structured interviews. A total of five interviewees were 
selected from three (3) office buildings. The findings show that two types of ICT systems—the Building 
Automation System (BAS) and the ARCHIBUS system—were utilised in the maintenance management of the 
three office buildings. This study identifies various issues and challenges that arise when implementing these ICT 
systems, including a lack of professional expertise in operating the systems, inaccurate information, risks of 
connection loss, time consumption, limitations in capability, cybersecurity threats, and financial constraints. 
Common issues faced across different management teams and ICT systems include a shortage of qualified 
personnel, time inefficiencies, and limitations in system capabilities. These challenges must be addressed promptly 
to enhance the efficiency and value of ICT systems in maintenance management. Effective building maintenance 
in office buildings is essential to ensure that all services and facilities operate smoothly and to prevent any potential 
downtime. 
 
Keywords: Challenges, ICT System, Maintenance Management, Office Building, Solution.  
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1. INTRODUCTION  
 

Maintenance is essential for any building throughout its entire lifespan (Mydin, 2017). The main objective 
of building maintenance is to preserve all elements and facilities in their original, functional state to ensure 
continuous efficient operation (Al-Zubaidi, 1997). Commercial office buildings, with their vast floor space and 
high energy consumption, require significant resources to provide services that ensure user comfort (Labeodan et 
al., 2015). These buildings, accommodating a variety of business activities, are equipped with diverse facilities, 
including structural elements like floors, walls, and ceilings, as well as building services such as air conditioning, 
piping, elevators, and plumbing. To meet user expectations and maintain optimal facility performance, effective 
maintenance practices are essential (Lai, 2015). According to Bouchlaghem and Shelbourn (2012), modern ICT 
systems are highly advanced and have the potential to significantly enhance maintenance management.  

 
The use of computer systems in maintenance management dates back to the 1970s, as noted by Jones and 

Collis (1996), with the widespread adoption of maintenance software emerging in the 1980s. This progression 
paved the way for more efficient communication within maintenance management. As highlighted by Ismail and 
Kasim (2013), ICT systems allow staff to exchange large amounts of information effortlessly, improving 
coordination and response times. Furthermore, ICT systems provide maintenance managers with real-time, 
accurate updates on building conditions, helping to prevent delays in decision-making (Lateef, 2010). ICT system 
is vital in practising effective maintenance works in an office building (Ismail & Kasim, 2013). Among the popular 
ICT system in building maintenance management is the Computerised Maintenance Management System 
(CMMS), ARCHIBUS, Building Automation System (BAS), and Building Information Modelling (BIM).  

 
 

2. LITERATURE REVIEW  
 

2.1  Computerised Maintenance Management System (CMMS) 
 

CMMS is an ICT tool used for planning, managing, and analysing maintenance activities (Falorca, 2019). 
Jones and Collis (1996) noted that CMMS software was introduced as early as 1985, prior to the widespread use 
of other maintenance software. CMMS functions as a computerised database that stores detailed records of 
maintenance operations, allowing managers to track the status of ongoing maintenance tasks (Olanrewaju et al., 
2010). Traditionally, operator logbooks were used to document building maintenance information, but in most 
modern buildings, these logbooks have been replaced by CMMS (Becerik-Gerber et al., 2012). CMMS reduces 
downtime through better scheduling and preventive maintenance, which lowers repair costs and extends asset life 
(Paul et al., 2024). The system provides access to historical data, enabling informed decision-making that can 
minimise unnecessary expenditures (Ogbeifun et al., 2021). CMMS has become an essential ICT tool for planning, 
managing, and analysing maintenance activities. 
 

2.1.1 ARCHIBUS 
 

According to Ismail (2018a), ARCHIBUS is an ICT system that falls under the CMMS category. It is a 
comprehensive web-based application that stores a wealth of data and reports, accessible for review by users or 
clients (Kraus & Udrea, 2021). As stated by ARCHIBUS (2019), the system offers a wide range of functions, 
including space management, asset management, environmental management, energy management, and building 
maintenance. Specifically, for building maintenance, ARCHIBUS supports both preventive and on-demand 
maintenance tasks. 
 

2.1.2 Building Automation System (BAS)  
 

According to Bhatt and Verma (2015), BAS also referred to as Building Management Systems (BMS), 
Building Automation and Control Systems (BACS), Facility Management Systems (FMS), or Building Energy 
Management Systems (BEMS), are designed to control various building systems. BAS can send alerts when faults 
occur in these systems (Yang & Wang, 2012). In addition, BAS is capable of measuring and recording data such 
as temperature, humidity, pressure, and flow rate, using sensors to gather this information (Tang et al., 2020). 
Schein (2007) highlights that the data collected by BAS is valuable for other building applications, including 
energy simulation, commissioning, and maintenance. As an ICT system applicable to maintenance management, 
BAS controls multiple systems within a building—such as lighting, heating, ventilation, and air conditioning 
(HVAC), electricity, security, and fire systems—and can notify operators of any system malfunctions (Yang & 
Wang, 2012).  
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2.1.3 Building Information Modelling (BIM)  
 

Another ICT system applied in building maintenance is Building Information Modelling BIM) (Aziz et al., 
2016). Implementing BIM in building maintenance has various advantages, such as presenting all significant 
information in a single file, and the maintenance workers do not need to search for large amounts of data to get 
the information they want (Azhar et al, 2012). Vanlande et al. (2008) stated that BIM can store, manage, and 
exchange building information in a way that is both interoperable and reusable. As noted by Azhar (2012), one 
key advantage of using BIM in building maintenance is that all critical information is consolidated into a single 
file, eliminating the need for maintenance workers to sift through large volumes of data to find the information 
they need. Meanwhile, BIM can also provide 3D visual drawings (Kubba, 2012). These 3D models assist 
technicians in identifying the best solutions for facility issues, thereby improving the efficiency of maintenance 
tasks (Motamedi et al., 2014). BIM can generate 3D visual representations of all building structures and elements 
while sharing relevant information (Kubba, 2012). According to Lucas et al. (2013), many contracts still rely on 
paper documents for essential information such as preventive maintenance schedules, product data sheets, and 
warranties, leading to incomplete and inaccurate information. However, BIM can significantly improve this 
process (Lucas et al., 2013). Eastman (2011) highlights that BIM captures data in digital format, reducing the time 
and cost of data collection while enhancing data quality and reliability.  
 

2.2  Challenges in Implementation ICT System in Maintenance Management of Office Building 
 

The implementation of ICT systems offers significant potential to improve maintenance management. 
However, despite these advantages, the adoption and integration of ICT systems often present a range of 
challenges. Office buildings, which are complex environments with diverse systems and services, face unique 
difficulties when implementing technologies. Previous research has discovered that several challenges are 
encountered in the application of ICT systems in the maintenance management of office buildings. These include 
limitations in system capabilities, time-consuming processes, inaccurate information, a shortage of professional 
consultants to guide users, inefficient information sharing, cybersecurity concerns, and difficulties in transitioning 
from traditional ICT systems to newer ones. 
 

2.2.1 Limitation on Capability of the ICT System  
 

According to Wong et al., (2018), CMMS has limitations in building maintenance work. This ICT system 
can record and process the database of daily maintenance operations. However, CMMS cannot capture and retrieve 
the detailed information generated from building maintenance, including the causes of failure, chain of cause and 
effect to other building elements (Wong et al., 2018). Besides that, some ICT systems can only support 2D 
drawings instead of 3D drawings (Tang et al., 2020; Yoon & Cha, 2017). The 2D drawing in BAS may cause 
error-prone design in some This feature will cause the maintenance team difficulty in identifying the problems 
that occur on the system accurately, such as HVAC system, piping and so on (Yoon & Cha, 2017). 

 
2.2.2 Time-Consuming 

 
Implementing ICT systems in maintenance management can be resource-intensive, especially during the data 

entry phase. Tu and Chang (2017) point out that in systems like ARCHIBUS, data must be manually entered —a 
process that often extends over several months for maintenance teams. This initial data entry demand underscores 
a critical challenge in adopting digital maintenance systems. The time and workforce required may delay the 
effective use of the system until all data is fully captured and organised. Another significant challenge in 
maintenance management is the limited availability and remote locations of maintenance centres. As Chingumbe 
and Mahabi (2024) note, when maintenance centres are sparsely located, technicians face long travel times to 
reach service sites, delaying repairs and extending system downtimes. Furthermore, design flaws in infrastructure, 
such as inadequate trenching for fault detection, add to maintenance delays by complicating fault location and 
repair processes. In educational settings, the lack of an efficient maintenance support system results in delays in 
addressing ICT issues, leading to frustration among users (Madronio, 2023). Schools, like many institutions, may 
face prolonged disruptions in ICT resources due to inadequate maintenance systems that fail to support timely 
interventions. Similarly, implementing CMMS poses its own set of challenges, as organisations often struggle 
with the complexity of these systems. Makhanya et al. (2023) argue that the intricate nature of CMMS can create 
significant barriers to adoption, leading to inefficiencies as organisations grapple with integration.  

 
On the other hand, a critical element often overlooked in maintenance management is data analysis from 

Maintenance Work Orders (MWOs). Navinchandran et al. (2019) emphasise that without a thorough analysis of 
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MWOs data, organisations may fail to pinpoint key factors contributing to extended maintenance times. Effective 
data analysis is essential for understanding patterns and reducing the duration of maintenance activities. These 
issues collectively point to systemic challenges in maintenance management across various sectors. The lengthy 
data entry demands of ICT systems reflect the need for more efficient, user-friendly platforms to reduce the initial 
setup burden. Additionally, the lack of easily accessible maintenance centres and the design flaws in infrastructure 
highlight gaps in planning and resource allocation. In educational institutions, delayed ICT support underscores 
the need for robust maintenance frameworks tailored to the fast-paced demands of technology. The adoption 
challenges of CMMS, alongside the underuse of MWOs data, reveal a pressing need for a more strategic, data-
driven approach to maintenance. Addressing these issues could lead to more efficient maintenance practices, and 
reducing downtime.  
 

2.2.3 Inaccurate Information  
 

ICT systems that rely on sensor-based data collection may face significant challenges with data accuracy. 
Aftab et al. (2017) highlight that sensors in building systems are sometimes oversimplified, making them 
vulnerable to inaccuracies, which can impair the functionality and effectiveness of BAS in maintenance 
management. Such inaccuracies can hinder communication among technical staff, leading to delays and 
misunderstandings during maintenance tasks (Hussein & Oztas, 2020). Furthermore, a lack of integration across 
information systems can lead to data loss and higher administrative costs, both of which diminish overall 
productivity (Seun et al., 2023). Maintenance managers often encounter challenges due to insufficient or unreliable 
data, resulting in wasted resources and increased indirect costs (Hossam et al., 2019). These data issues negatively 
affect decision-making and strategic maintenance planning, contributing to financial inefficiencies and backlogs 
in maintenance tasks. Ismail (2018) argues that irregular data quality within ICT systems can impede effective 
defect diagnosis and result in inefficient service delivery in building maintenance operations. Inaccurate 
maintenance records further compromise reliability by leading to flawed maintenance policies, increased safety 
risks, and ineffective scheduling, ultimately affecting equipment integrity and the broader efficiency of 
maintenance operations (Lu et al., 2023).  

 
Arisanti (2020) adds that poor data quality can disrupt maintenance schedules, create undocumented gaps in 

maintenance history, and increase operating costs, reducing system reliability and elevating the risk of structural 
failures. This lack of reliable data also contributes to design and technical issues that may harm occupant health 
and well-being by introducing delays, inflated costs, and misallocated resources (Rajus et al., 2022). A critical 
analysis of these issues suggests that data accuracy is a fundamental requirement for effective ICT-based 
maintenance management. Oversimplified sensors create gaps in data quality that ripple across maintenance 
systems, leading to poor resource allocation and reduced responsiveness. The lack of integrated data systems 
complicates information flow, while inaccurate records compromise safety and operational integrity. Such data 
issues also hinder strategic decision-making, making it difficult to anticipate maintenance needs, prioritise 
resources, or respond effectively to technical challenges. To improve ICT-based maintenance, there must be a 
focus on implementing high-quality, reliable sensors, ensuring system integration, and developing robust data 
verification processes. Addressing these challenges can enhance the accuracy and reliability of maintenance data, 
and contribute to the overall efficiency of maintenance management systems. 
 

2.2.4 Lacks Professional Consultants to Guide User 
 

ICT systems are advanced tools for maintenance management, but they require specialised expertise to 
operate effectively and provide proper user support. However, maintenance teams often lack the necessary skills 
to manage these systems proficiently. Wang et al. (2022) highlight that a shortage of professional consultants 
frequently limits the guidance available for clients or users operating systems like ARCHIBUS, thereby hampering 
maintenance management outcomes. Additionally, the retirement of skilled personnel compounds this issue, 
leading to a reliance on less-trained staff and slower maintenance responses (Chingumbe & Mahabi, 2024). The 
absence of professional consultants can significantly undermine the effectiveness of ICT systems in building 
maintenance by reducing access to expert insights, which are essential for accurate incident analysis and the 
integration of critical considerations into decision-making processes (Gościniak & Wodarski, 2019). Without this 
expertise, maintenance teams may struggle with diagnosing defects effectively, resulting in poor strategic 
planning, increased backlogs, and, ultimately, compromised service delivery (Ismail, 2018a). 
 

These reveal that insufficient professional expertise in ICT maintenance systems creates multiple 
vulnerabilities. Without skilled guidance, teams may struggle to leverage the full capabilities of advanced systems, 
leading to inefficient problem diagnosis, missed strategic opportunities, and delayed or ineffective maintenance 
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interventions. The reliance on under-trained personnel not only slows maintenance activities but also increases the 
likelihood of errors, potentially causing system reliability issues and diminished service quality. This shortage of 
expertise underscores the importance of structured training and succession planning within maintenance teams to 
ensure continuity of knowledge and skills. Addressing these skill gaps through targeted training, consultancy 
support, and robust knowledge transfer practices could significantly enhance system reliability and improve the 
overall effectiveness of ICT in maintenance management. 
 

2.2.5 Inefficient Information Sharing  
 

Some ICT systems used in maintenance management may face significant inefficiencies in information 
sharing. Tang et al. (2020) highlight that BAS often struggle to facilitate smooth information exchange among 
contractors, subcontractors, and designers. Without integration across various systems, the process of exchanging 
information becomes inefficient and fragmented. Inefficiencies in building maintenance information sharing are 
further compounded by insufficient coordination among design, manufacturing, and maintenance teams, as well 
as limited awareness and adoption of ICT tools such as BIM, this lack of integration leads to recurring defects and 
limited knowledge transfer about building systems and components (Ismail, 2021). 
 

In reactive maintenance, inefficient asset information and communication management can exacerbate 
facilities management (FM) issues and negatively impact user experience. However, Fialho et al. (2022) argue 
that integrating BIM with the Internet of Things (IoT) can improve information flow, streamlining maintenance 
processes and increasing user satisfaction. Zhang et al. (2021) add that employing knowledge management 
practices and BIM technology can bridge gaps in communication between experts and non-experts, ensuring that 
critical maintenance knowledge is transferred effectively and remains accessible. 

 
Despite the availability of various ICT solutions, inefficiencies persist in building maintenance. 

Bouabdallaoui et al. (2021) attribute this ongoing inefficiency partly to obstacles in data availability and the 
feedback mechanisms within maintenance processes, which restrict data-driven improvements. These challenges 
reveal that effective information sharing in maintenance management is essential for coordinated and proactive 
maintenance. The limited integration of BAS with other systems and the lack of structured information-sharing 
channels hinder seamless collaboration, leading to recurring maintenance issues and inefficiencies. Similarly, 
inadequate adoption of BIM and other ICT tools restricts the ability to share vital knowledge across teams, 
contributing to repetitive issues that could be avoided with better information access. Integrating BIM with IoT, 
along with the implementation of knowledge management practices, could be transformative for maintenance 
management, creating a more cohesive, efficient system. Addressing these challenges would likely reduce energy 
waste, streamline maintenance processes, and improve the overall user experience.  

  
2.2.6 Cyber Security Concern 

 
Cybersecurity poses a significant challenge in the implementation of ICT systems in maintenance 

management. Salamit and Wahid (2021) highlight that when maintenance data is stored in the cloud, it becomes 
vulnerable to various cyber threats, which can result in the corruption or destruction of essential building data. 
Furthermore, integrating IoT devices into BMS can introduce additional security risks, as adversaries might exploit 
communication channels between the BMS and IoT devices to initiate cyber-attacks on the infrastructure (Chan 
et al., 2022). Cybersecurity threats in smart building maintenance encompass a range of vulnerabilities, from 
physical attacks and network-based intrusions to malicious cyber-assaults. Sandor and Rajnai (2023) suggest that 
strategies such as access control, network segmentation, and regular patching are crucial for mitigating these risks 
and enhancing overall system security. Fakhruldeen et al. (2023) also point out that ICT systems in building 
maintenance face security issues due to unsupported components and vulnerabilities within multi-layered 
architectures, making it essential to establish reliable maintenance strategies to uphold system integrity and protect 
against cyber threats. 

 
A further challenge is the lack of security maturity within BAS. Jesus et al. (2022) note that the convergence 

of BAS with traditional IT systems creates ambiguities in ownership and accountability, weakening the 
effectiveness of security measures and hindering the sector’s ability to mature in cybersecurity practices. In 
conclusion, cybersecurity in ICT-enabled maintenance management requires a proactive, multi-layered approach. 
Cloud storage and IoT integration significantly broaden the attack surface, demanding that organisations 
implement robust security frameworks.  
 
 



72 

 
Journal of Surveying, Construction and Property (JSCP)             Volume 15, 2024 Issue 2 
ISSN: 1985-7527 
 
 

 
 
https://ejournal.um.edu.my/index.php/JSCP/index 
 

2.2.7 Transition from Traditional ICT to New ICT System  
 

Key factors hindering the transition from traditional ICT systems to newer ones include organisational 
resistance to change, a lack of digital skills and expertise, legacy systems, cultural barriers, complexities 
surrounding data management, cybersecurity threats, and regulatory compliance (Syamsuddin et al., 2024). In 
addition, insufficient internal resources can impede progress, as organisations often struggle to allocate budgets 
for new technologies (Mahboub & Sadok, 2024). Organisations also face significant challenges during digital 
transformation, such as resistance to change, limited digital skills, inadequate infrastructure, and cultural barriers 
(Shahi & Sinha, 2021). Furthermore, the integration of disparate technologies, ensuring interoperability, managing 
the vast amounts of data generated by interconnected devices, and addressing issues related to data storage, 
governance, security, and privacy present additional obstacles (Sharma et al., 2024). These interconnected 
challenges highlight the complex nature of digital transformation and the need for strategic planning and resource 
allocation to overcome them. 

 
Previous research has highlighted several challenges in the implementation of ICT systems in maintenance 

management. This study aims to explore the key challenges associated with the use of ICT systems in maintenance 
management, with a specific focus on office buildings in Kuala Lumpur, Malaysia. 
 
 
3. METHODOLOGY  

 
A qualitative approach was employed where 3 case studies located in the Kuala Lumpur area were selected.  

These buildings were chosen mainly due to two (2) criteria, high-rise office building and the application of ICT 
systems in the maintenance management practice. The buildings include Mercu Maybank, Menara Perkeso, and 
Menara KWSP. A semi-structured interview was conducted. A total of 5 interviewees were selected with 10 years 
of working experience and hold a maintenance management position as shown in Table 1. Interview protocols 
were followed and guidance was given to the interviewee to ensure systematic and comprehensive interview 
sessions. Data recorded from the interview sessions were analysed using thematic analysis. Thematic analysis 
allows the researcher to code and categorise the data collected throughout the research process into themes (Miles 
& Huberman, 1994). The main goal of thematic analysis in the research is to identify the themes or patterns of the 
collected data and use that theme to address the aim and objective of the research (Braun & Clarke, 2013). 

 
Table 1. Respondents’ Details 

Case Studies Building Interviewee Position 

CS 1 Interviewee A Manager of Maintenance Management  
CS 1 Interviewee B Staff in Maintenance Management  
CS 2 Interviewee C Staff in Maintenance Management  
CS 2 Interviewee D Staff in Maintenance Management  
CS 3 Interviewee E Manager of Maintenance Management  

 
 
4. RESULTS AND DISCUSSION 

 
From the interview and thematic analysis, this study found 2 ICT systems implemented for maintenance 

management, including the BAS and the ARCHIBUS system. 2 case studies implemented BAS where it can 
provide centralised control for certain building services and components, including an alarm system, air-
conditioning and mechanical ventilation (ACMV) system, electrical system, plumbing system, and fire system. 
Besides that, BAS facilitates the building management team to monitor the system's functionality and observe the 
total energy consumption. BAS can alert the building owner of potential failures in each system or any 
malfunctions detected in the buildings. This is the most important feature and function of BAS for building 
maintenance management. This alert feature can avoid severe breakdowns on building systems and require more 
expensive costs to fix the problem.  

 
ARCHIBUS system was utilised in 3 case studies, where the common factor is that all the data in the 

ARCHIBUS system is integrated and digitalised. In other words, all information, such as the details, the location, 
the maintenance record and the drawing of building systems, are available in the ARCHIBUS system. The system 
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benefits in terms of saving time because it can schedule maintenance work and can track maintenance work orders. 
Besides that, the helpdesk system is also available in the ARCHIBUS, allowing the maintenance management to 
note the current problems and defects in the building systems or components. ARCHIBUS also has other features, 
including space, asset, project, and energy management. 
 

4.1 Issues and Challenges Faced in the Application of ICT Systems in Maintenance Management 
 

Previous studies have highlighted the issues and challenges faced in applying ICT systems in maintenance 
management. It includes lack of professionals, limitations on capability, time-consuming, and cyber security 
concerns. Based on the feedback from 5 interviewees, the maintenance management team faces 7 different issues 
and challenges when applying the BAS and ARCHIBUS systems in respective buildings, as shown in Table 2. 
These issues and challenges include a lack of professionals in operating the system, inaccurate information, risk 
for loss of connection, time-consumption, limitation on capability, cyber security threats and financial difficulties. 

 
For lack of professionalism in operating the system, Wang et al. (2022) mentioned that there is always a lack 

of professional consultants to guide the clients or users to operate and manage the ARCHIBUS system in 
maintenance management. The absence of professional consultants can significantly undermine the effectiveness 
of ICT systems in building maintenance (Gościniak & Wodarski, 2019). For the BAS system, the in-house staff 
is unfamiliar with the system operation and heavily relies on outsourcing staff to maintain and monitor the system. 
The outsourced staff are only available from time to time and causing delays when failure occurs. This study 
discovered that clients heavily rely on outsourced staff, which is time-consuming. On the other hand, for 
ARCHIBUS system, is frequently updated and staff facing difficulties using the updated version without 
immediate guidance from a professional consultant.  

 
The other issue and challenge found is inaccurate information. BAS system relies on sensors to collect data. 

There is an issue in data transmission from the meter to the system, sometimes inaccurate and does not tally with 
the reading shown by the meter on site. Aftab et al. (2017) have highlighted that sensors in building systems are 
sometimes oversimplified, making them vulnerable to inaccuracies, which can impair the functionality and 
effectiveness of BAS in maintenance management. Such inaccuracies can hinder communication among technical 
staff, leading to delays and misunderstandings during maintenance tasks (Hussein & Oztas, 2020). Insufficient or 
unreliable data, results in wasted resources and increased indirect costs (Hossam et al., 2019). 
 

Table 2: Issues and Challenges Faced in the Application of BAS and ARCHIBUS System 
 

Issues and 
Challenges 

Descriptions 

Lack of expertise in 
operating the 
system 

BAS  
• Lack of knowledge and skills to operate the system. 
• Rely on outsourcing staff to maintain and monitor the system. 
• The outsourced staff are only available from time to time. 
• It is time-consuming to call the outsourcing staff when problems arise. 
ARCHIBUS 
• The maintenance management staff are unfamiliar with the system at the beginning. 
• Misuse will happen when the staff operate the system. 
• The system is frequently updated, and staff face difficulties using the updated 

version.  
Inaccurate 
information 
 

BAS 
• BAS relies on sensors and meters to collect data. 
• There is an issue in data transmission from the meter to the system. 
• The data shown in BAS is sometimes inaccurate and does not tally with the reading 

shown by the meter on site. 
Risk for loss of 
connection 

BAS 
• Power failure can lead to communication breakdown between BAS and equipment. 
• The operators must manually run the building equipment or system until the system 

resumes.  
• The building operator must remember to return all equipment to automatic mode 

with the same pre-settings for the equipment to operate efficiently.  
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Issues and 
Challenges 

Descriptions 

Time-consuming ARCHIBUS 
• All the data in the ARCHIBUS system need to be keyed in manually. 
• Therefore, the maintenance team need 3-6 months to insert all the required data into 

the system at the beginning. 
• Current data also need to be inserted manually into the system.  
• Manually upload the information from the Excel file to the system. 

Limitation on 
capability 

ARCHIBUS 
• Only support 2D drawing. 

Cyber security 
threat 

ARCHIBUS 
• Security threats alert. 

Financial risk BAS 
• The operational cost is high.   

 
Implementing ICT systems in maintenance management can be resource-intensive, especially during the data 

entry phase. Tu and Chang (2017) point out that in systems like ARCHIBUS, where data must be manually 
entered, a process that often extends over several months for maintenance teams. Respondent also mentioned all 
the data in the ARCHIBUS system need to be keyed in manually where the maintenance team need 3-6 months. 
Current data also need to be inserted manually or uploaded from the Excel file into the system. This initial data 
entry demand underscores a critical challenge in adopting digital maintenance systems, the time and workforce 
required may delay the effective use of the system until all data is fully captured and organised. 

 
On top of that, issues and challenges discovered are limitations on capability where the ARCHIBUS system 

only supported 2D drawings. Yoon and Cha (2017) have stated that the ARCHIBUS system can only support 2D 
drawings instead of 3D ones. The 2D drawing in BAS may cause error-prone design in some complex building 
systems (Tang et al., 2020). This feature will cause the maintenance team difficulty in identifying the problems 
that occur on the system accurately, such as HVAC system, piping and so on (Yoon & Cha, 2017). For cyber 
security concerns, Salamit and Wahid (2021) mentioned that there will be security threats when ICT systems are 
applied in maintenance management, especially when they upload maintenance data to the cloud. One of the case 
studies had experienced a security threats alert that required an urgent fix.  

 
New emergency findings involve only BAS, which include risk for loss of connection, and financial risk. The 

risk of loss of connection due to power failure can lead to communication breakdown between BAS and equipment. 
The operators must manually run the building equipment or system until the system resumes. On top of that, the 
building operator must remember to return all equipment to automatic mode with the same pre-settings for the 
equipment to operate efficiently. Lastly, it is on financial risk where the operational cost for BAS is high.  
 

4.2 Recommendation to Overcome the Challenges Faced 
 

There are different types of recommendations being suggested by the interviewees for improving and 
overcoming the current challenges faced. Table 3 below shows the recommendations for each issue and challenge. 
For lack of expertise in operating the system, professional training should be provided to the whole management 
team, requiring them to rely less on the outsourced staff to monitor and control the system, which is time-
consuming. Secondly, the system needs to be calibrated frequently to prevent issues in data transmission from the 
sensor to the system, causing inaccurate information. The system is prone to faulty due to power failure. Therefore, 
alternative power supply support must be provided to ensure the system runs efficiently. The fourth 
recommendation involves reducing the time for data updates. Additional staff is needed during the system 
activation. Suppliers also need to provide alternatives to ease transferring information into the system.  

 
Apart from that, the system should support 3D drawing. Recommendations made for cyber security threats 

include providing an updated version that is safe from the cyber security threat, the IT team should create a robust 
IT security policy covering all angles (from hardware to software and data management) based on the ISO 
standard, and the IT team should consistently audit IT security to ensure the ICT system is always protected. 
Lastly, there is a financial risk, and the client is looking for an alternative system with a lower price. All of the 
challenges need to be addressed to increase the efficiency and value of ICT systems in maintenance management. 

 
The way forward for implementing ICT systems in building maintenance management involves integrating 
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advanced technologies to streamline operations, enhance efficiency, and reduce costs. Addressing issues and 
challenges lies in a focus on continuous research and improvement. This approach will enable the ongoing 
evolution and optimisation of technologies used in building maintenance, ensuring the system operates efficiently 
to meet the current demand and the changing needs. 

 
Table 3: Recommendation to Overcome the Challenges Faced 

 
Issues and Challenges Recommendation to Overcome the Challenges 

Lack of expertise in 
operating the system 

• Professional training should be provided to the whole management team. 
• There should be less reliance on the outsourced staff to monitor and control 

the system. 
Inaccurate information 
 

• The service provider should consistently calibrate the system.  
• This action can prevent issues with data transmission from the sensor to the 

system. 
Risk for loss of connection • An alternative should support the system operation despite the power 

failure.  
• An uninterrupted power supply (UPS) is a good option to provide additional 

backup for the system.  
Time-consuming • Initially, staff should be hired for the data entry process. 

• Suppliers must provide alternatives to simplify the transfer of information 
into the system.  

Limitation on capability • The system should support 3D drawing.  
Cyber security threat • An updated version of the system should be provided to protect against 

cyber security threat.  
• Once the system is updated, the IT team should create a robust IT security 

policy that covers all angles (from hardware to software to data 
management) based on the ISO standard.  

• The IT team should consistently audit IT security to ensure the ICT system 
remains protected.  

Financial risk • The client may seek alternative systems at a lower price.  
 
 

5. CONCLUSION 
 

This study has discovered various ICT systems applied in maintenance management through the literature 
review, including CMMS, BAS, ARCHIBUS, and BIM. These ICT systems are essential for practising effective 
maintenance in office buildings. Based on the findings from the three case study buildings, the ICT systems most 
applied in their maintenance management are the BAS and ARCHIBUS systems. However, the implementation 
of these systems in the respective buildings faces several issues and challenges. These include a lack of expertise 
in operating the systems, inaccurate information, risks related to loss of connection, time-consuming processes, 
limitations in system capabilities, cybersecurity threats, and financial risks. Addressing these challenges requires 
continuous research and improvement to enhance system integration, improve user experience, and ensure data 
security. Furthermore, investing in training and resources to overcome expertise gaps and improve system 
reliability will help mitigate these challenges. As the building maintenance industry continues to evolve, the 
integration of advanced technologies like BAS and ARCHIBUS, along with a proactive approach to overcoming 
these issues, will lead to more efficient, cost-effective, and sustainable maintenance practices. 
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